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CBSE Webinar Report

DATE : 8™ July, 2021. [01:30 pm to 02:30 pm]
ORGANISED BY : CBSE, Centre of Excellence: Delhi East
THEME : Cyber Security and Ethics

RESOURCE PERSON : Mr. Naveen Gupta

ATTENDED BY : Mr. Ankur Sharma

“Cyber Security and Ethics” were the theme of CBSE Webinar, conducted on 08th July with the
main theme to understand different kinds of cyber-attacks, precaution to be taken while working
online.

Resource person Mr. Naveen Gupta enlightens us and provided deep insight on the following
points:

What is Cyber Security?

Relationship between cyber security and other security domains
Different kind of cyber attacks

How to protect password through keypass app

Cyber Ethics

Data Recovery Tools
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Prepared by- Mr. Ankur Sharma
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What is cyber Cybersecurity refers to a set of techniques,
used to protect the integrity of networks

security ? programs and data from attack damage and
unauthorized access.
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Critical Information Infrastructure Protection
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Relationship between cybersecurity and
other security domains

Cybercrime is a criminal activity where services or applications in the
Cyberspace are used for or are the target of a crime.

Information security is concerned with the protection of
confidentiality, integrity and availability of information in general, to
serve the needs of the applicable information user.

Application security is a process performed to apply controls and
measurements to an organization's applications in order to manage
the risk of using them.

Network security is concerned with the design, implementation, and
operation of networks.
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Meeting Help

THREAT T0 SYSTEM

Main threats to an organization should be considered.
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kd * Backdoor provides the attacker with
2 zﬁac oor unauthorized remote access to a system
by exploiting security vulnerabilities.
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De n ia I_of_Se rvice Denial-of-Service (DoS) Attack

In the most common This network is used to

example of Denial-of- flood the target site with
ac Service (DoS) attacks, an phony server requests,
attacker uses a network leaving no bandwidth for
of hijacked computers.

legitimate traffic.
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The purpose of DoS is to
prevent access to the target
system.
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It is a fraudulent attempt to Itis targeted to a specific It targets wealthy and
obtain sensitive information. group or an individual. prominent individuals.
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Install OS / Software update

Updates-sometimes called patches-fix problems with your operating system (OS) (e.g., Windows XP,
Windows Vista, Mac OS X) and software programs (e.g., Microsoft Office applications). afternoc

oto Park Delhi Cantt

Priya from Dalhousi school Dalhousie

Most new operating systems are set to download updates by default. After updates are downloaded, you
will be asked to install them. Click yes!
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To download patches for your system and software, visit:

= Windows Update: http://windowsupdate.microsoft.com to get or ensure you have all the latest
operating system updates only. Newer Windows systems are set to download these updates by
default.

Microsoft Update: http://www.update.microsoft.com/microsoftupdate/ to get or ensure you have
all the latest OS and Microsoft Office software updates. You must sign up for this service.

Apple: http://www.apple.com/support
Unix: Consult documentation or online help for system update information and instructions.
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= Be sure to restart your computer after updates are installed so that the patches can be applied
immediately.
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RUN ANTI-VIRUS SOFTWARE NTI-VIRUS with AntiVi
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= To avoid computer problems caused by viruses, URE | § sl
install and run an anti-virus program like Good af
Sophos. ok 2 )
* Periodically, check to see if your anti-virus is up ¥
to date by opening your anti-virus program and 4 AVG

Anti-Virus System Prov‘ 1 ool phillaur

checking the Last updated: date.

Anti-virus software removes viruses,
quarantines and repairs infected files, and can
help prevent future viruses.
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‘ symantec.
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PROTECT PASSWORDS

Do not share your passwords, and always make new passwords difficult to
guess by avoiding dictionary words, and mixing letters, numbers and
punctuation.

delhi Cantt
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Priya from Dalhousie public school Dalhousie

Do not use one of these common passwords or any variation of them: qwe
abc123, letmein, password1, iloveyout, (yourname1), baseball1.

Change your passwords periodically.

When choosing a password:
) Mix upper and lower case letters
) Use a minimum of 8 characters
» Use mnemonics to help you remember a difficult password
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Store passwords in a safe place. Consider using KeePass Password Safe

(http://keepass.info/), Keychain (Mac) or an encrypted USB drive to store
passwords. Avoid keeping passwords on a Post-it under your keyboard, on your
monitor or in a drawer near your computer!
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BACK UP IMPORTANT FILES

= Reduce your risk of losing important files to a virus,
computer crash, theft or disaster by creating back-
up copies.

= Keep your critical files in one place on your i ot Daoele COFRG school DalouS
computer’s hard drive so you can easily create a
back up copy.

= Save copies of your important documents and files
to a CD, online back up service, flash or USB drive,
or a server.
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= Store your back-up media in a secure place away
from your computer, in case of fire or theft.

= Test your back up media periodically to make sure
the files are accessible and readable.
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CYBER-SAFETY AT HOME
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= Physically secure your computer by using security cables and
locking doors and windows in the dorms and off-campus
housing.

= Avoid leaving your laptop unsupervised and in plain view in
the library or coffee house, or in your car, dorm room or
home.

= Set up a user account and password to prevent unauthorized p o tamadt

access to your computer files.

= Do not install unnecessary programs on your computer.
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CYBER-SAFETY AT WORK S

« Be sure to work with your technical support coordinator
before implementing new cyber-safety measures.

ark,Delhi Cantt

+ Talk with your technical support coordinator about what
cyber-safety measures are in place in your department.

school Dalhousie

Report to your supervisor any cyber-safety policy
violations, security flaws/weaknesses you discover or any
suspicious activity by unauthorized individuals in your work
area.

Physically secure your computer by using security cables
and locking building/office doors and windows.

Nalanda,Bihar

« Do not install unnecessary programs on your work
computer.
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Cyber Ethics ' o W DO

Good afternoon everyone

afternoon everyone

"Cyber ethics" refers to thefcode, of )
responsible behavior on the Internet. Just”
as we are taught to act respdnsibly in
everyday life with lessons such as "Don t goo st
take what doesn't belong toyou" and "Do
ot harm others," we must act responstbly
in the cyber world as well. e
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ELSE'S PASSWORD. DOWNLOADING MATERIAL FROM A
THE INTERNET, INCLUDING
SOFTWARE, GAMES, MOVIES, OR

MUSIC.
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Free Data
Recovery
Tools

Some
Practical tips

FonePaw Data Recovery

Recuva

TestDisk

Pandora Recovery
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Mailtrack

Check whether my Email is
compromised or not

To see google chrome
passwords

Password Generator
IT Act —=Section 79
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Password Generator Plus™
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FOLLOW ME:

* https://www.youtube.com/channel/UCCewPojFWnn5pzQ KOTKxVQ

* https://www.facebook.com/naveen.guptal/

* https://www.linkedin.com/in/naveenguptacomputer/

* https://twitter.com/naveenguptal

https://wakelet.com/@NaveenGupta429
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