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A presentation on Cyber Safety Awareness….. It’s better to be Alert than Sorry!



Rising at an alarming rate, the number of cyber crimes in
the country may double to 3 lakh in 2015 and could pose
serious economic and national security challenges, an
Assocham-Mahindra SSG study has warned.

India has emerged as a favourite among cybercriminals,
mostly hackers and other malicious users who use the
Internet to commit crimes such as identity theft,
spamming, phishing and other types of fraud.



As per the study’s findings, total
number of cyber crimes registered
during 2011, 2012, 2013 and 2014
stood at 13,301, 22,060, 71,780
and 1,49,254 respectively.

And its increasing at an alarming
rate!!!



Phishing attacks of online banking accounts or
cloning of ATM/debit cards are common
occurrences.

Maximum number of offenders 
belong to the 

18-30 age group!!!



With increasing use of information technology (IT) enabled services such as e-governance,
online business and electronic transactions, protection of personal and sensitive data have
assumed paramount importance.

Smartphone users rarely check for security certificates while downloading apps (games,
music and other software) from third party or unsecured sites, the study said, adding that
mobile banking apps store data such as PIN and account number, on the phone.

There is a risk that if the phone is hacked or stolen, then the information is compromised.



Cyberspace is a man made world that is constantly evolving. It differs from
the static physical world as it has no boundaries, no geographical mass and no
gravity. It is limitless, constantly changing its shape, attributes and
characteristics. It exists in a form of bits and bytes; it is an information
driven world.

Regulating cyberspace means regulating both man and the machine. There is
ethics, safety and security involved.



Cyber Ethics exploring appropriate and ethical behaviours related to online
environments and digital media. It includes plagiarism, bullying and hacking to
name a few.

Cyber Safety defining how one operates on-line. It includes rules guiding
how to keep personal information safe and limited.

Cybersecurity involving tasks undertaken on the computer to keep it
secure from people who wish to harm it or use data stored on it unlawfully.
This includes installing virus software and firewalls.

In Cyberspace, we have





Phishing is the attempt to obtain sensitive information such as usernames, passwords,
and credit card details (and, indirectly, money), often for malicious reasons, by
disguising as a trustworthy entity in an electronic communication.

Phishing is typically carried out by email spoofing or instant messaging, and it often
directs users to enter personal information at a fake website, the look and feel of which
are almost identical to the legitimate one.

Don’t Get Phished
Never trust an unsolicited email, text message, pop-up window, Facebook message, etc.
that asks you to: give sensitive information such as your Social Security or bank account
numbers; click on a link or open an attachment; or send someone money.
Don’t trust the message no matter how convincing or official it looks; no matter if it
appears to come from your bank, the government, your ISP, or your best friend.

Use common sense! Always independently verify the authenticity of the message before you respond…



In August of 2012, CNN reported that there were currently over 83 MILLION fake / impostor Facebook 
profiles as of that time and that Facebook was working hard to rid their site of these frauds.

It’s a FAKE page !

Cyber Criminals are now using fake facebook and twitter profiles to lure people (especially teenagers and businessmen) into a vicious 
honey trap. This may be followed by fixing a meeting, then kidnapping the victim and asking for a ransom. One should be careful while 
accepting friend requests and conversing with a stranger on such platforms.

One must know that a person chatting with you as a 16 year old girl may be a 45 year old man!



Cyberbullies use computers, cellphones, or other devices to harass, threaten, humiliate, or
otherwise torment their peers. It may include hurtful text messages to the victim, or rumors
spread through cellphones or online.

The psychological and emotional outcomes of cyber bullying are similar to real life bullying
outcomes, except for the reality that with cyber bullying there is often no escape. School ends
at 3 p.m., while the internet is available all the time.

Bullies create - web pages and videos to make fun of their peers;
- fake, humiliating profiles of the people they wish to intimidate on social networking sites.

Cyber-bullies have used mobile devices to take embarrassing photos or videos, and uploaded them for the world to see and
discuss.

Nearly 43% of kids have been bullied online…

70% of students report seeing frequent bullying online…

Over 80% of teens use a cell phone regularly, making it the most common medium for cyber bullying…



A digital footprint is a trail of data you create while using the Internet. In includes the websites you visit, 
emails you send, and information you submit to online services. A "passive digital footprint" is a data trail 
you unintentionally leave online.

Monitor your Digital Footprints:
• Use Privacy Settings
• Keep a list of accounts then delete the ones you no longer use.
• Don’t overshare, this includes usernames, aliases, passwords, last

names, full-names-as-usernames, pictures, addresses, and other
important information.

• Use A Password Keeper
• Google Yourself
• Monitor Linking Accounts: When you link your facebook or twitter

account to that new site (whatever site that might be), you may not
realize–or care at the moment–what you’re giving it access to.

• Searches are Social: Google pulls the same trick with search and
browsing habits. If a student is logged into their Google account, the
service tracks every keyword they search, every Web page they visit
and every time they visit Youtube.



According to the Merriam-Webster online dictionary, to "plagiarize" means:

•to steal and pass off (the ideas or words of another) as one's own

•to use (another's production) without crediting the source

•to commit literary theft

•to present as new and original an idea or product derived from an existing source

In other words, plagiarism is an act of fraud. It involves both stealing someone else's work and lying about it afterwards.

Many people think of plagiarism as copying another's work or
borrowing someone else's original ideas. But terms like
"copying" and "borrowing" can disguise the seriousness of
the offense:



•Keep security software current: Having the latest security software, web
browser and operating system is the best defense against viruses, malware
and other online threats.

•When in doubt, throw it out: Links in email, tweets, posts and online
advertising are often how cybercriminals try to steal your personal
information. Even if you know the source, if something looks suspicious,
delete it.

•Protect all devices that connect to the internet: Along with computers,
smartphones, gaming systems and other web-enabled devices also need
protection from viruses and malware.

Protect Yourself with these STOP. THINK. CONNECT.™ Tips:



•Plug & scan: USBs and other external devices can be infected by viruses and malware. Use your security 
software to scan them.

Think before you act: Be wary of communications that implores you to act immediately, offers something that 
sounds too good to be true or asks for personal information.

Make your password a sentence: A strong password is a sentence that is at least 12 characters long. Focus 
on positive sentences or phrases that you like to think about and are easy to remember (for example, “I love 
country music.”). On many sites, you can even use spaces!

Unique account, unique password: Having separate passwords for every account helps to thwart 
cybercriminals. At a minimum, separate your work and personal accounts and make sure that your critical 
accounts have the strongest passwords.



Lock down your login: Fortify your online accounts by enabling the strongest authentication tools available, 
such as biometrics, security keys or a unique one-time code through an app on your mobile 
device. Your usernames and passwords are not enough to protect key accounts like email, banking and social 
media.

Protect your Money: Net banking and shopping, check to be sure the sites is security enabled. Look for web 
addresses with “https://,” which means the site takes extra measures to help secure your information. 
“Http://” is not secure.

Back it up: Protect your valuable work, music, photos and other digital information by making an electronic 
copy and storing it safely.

…


